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DETAILED ACTION 
Drawings 

The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(5) 
because they include the following reference character(s) not mentioned in the 
description: 

- Figure 1 D, reference character 40, 

- Figure 2. reference characters 106B, 106H, 106D, 1061, 106F, 106G, 

- Figure 5A, 

- Figure 7C, reference character 454, 

- Figure 7E, 

- Figure 8B, reference characters 534, 536, 

- Figure 8C, reference characters 534, 538, 550, 552, 

- Figure 80, reference characters 550, 552, 554, and 

- Figure 13, reference characters 900, 908, 914. 

Corrected drawing sheets in compliance with 37 CFR 1 .121(d), or amendment to 
the specification to add the reference character(s) in the description in compliance with 
37 CFR 1.121(b) are required in reply to the Office action to avoid abandonment of the 
application. Any amended replacement drawing sheet should include all of the figures 
appearing on the immediate prior version of the sheet, even if only one figure is being 
amended. The replacement sheet(s) should be labeled "Replacement Sheet" in the 
page header (as per 37 CFR 1 .84(c)) so as not to obstruct any portion of the drawing 
figures. If the changes are not accepted by the examiner, the applicant will be notified 
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and informed of any required corrective action in the next Office action. Tine objection to 
the drawings will not be held in abeyance. 

Claim Objections 

Claim 6 is objected to because of the following infonnalities: "wherein the short 
term key identifier is calculated". Perhaps "wherein the short term key is calculated" was 
intended. Claim 6 has been interpreted as "wherein the short term key is calculated" for 
the remaining of this document. 

Appropriate correction is required. 

Claim 7 is objected to because of the following infonnalities: "ESP". While well 
known in the art, this term has not been defined. 
Appropriate correction is required. 

Claim Rejections - 35 USC § 101 
35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 21-24 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. 

Claim 21 states "an infrastructure element for a wireless communication system, 
comprising: means for receiving a short term key identifier specific to a transmission, 
the short term key identifier corresponding to a short term key; means for determining 
an access key based on the short temri key identifier; means for encrypting the short 
term key identifier with the access key to recover the short term key; and means for 
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decrypting the transmission using the short term key". These limitations are considered 
non-statutory subject matter because they consist on software code for receiving, 
detemriining, encrypting, and decrypting (page 3, paragraph [1007]). 

Claim 22 states "a digital signal storage device, comprising: first set of 
instructions for receiving a short term key identifier specific to a transmission, the short 
term key identifier corresponding to a short term key; second set of instructions for 
determining an access key based on the short term key identifier; third set of 
instructions for encrypting the short term key identifier with the access key to recover 
the short term key; and fourth set of instructions for decrypting the transmission using 
the short term key", a digital signal is considered non-statutory subject matter. 
Furthermore, the limitations are considered non-statutory subject matter because they 
consist on software code for receiving a short term key identifier, determining an access 
key based on the short term key identifier, encrypting the short term key identifier with 
the access key to recover the short term key, and decrypting the transmission using the 
short term key. 

Claim 23 states "a communication signal transmitted on a carrier wave"; a 
communication signal is considered non-statutory subject matter. Dependent claim 24 is 
rejected based on its dependency from claim 23. 

To expedite a complete examination of the application, the claims rejected under 
35 U.S.C. 101 (non-statutory) above are further rejected as set forth below in 
anticipation of applicant amending these claims to place them within the four statutory 
categories of invention. 
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Claim R j ctions - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the Invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, nnore than one year prior to the date of application for patent in the United 
States. 

Claims 1-6, 14-24 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Pierce et al. 

Regarding claim 1 , Pierce et al. teach a method for secure transmissions, the 
method comprising: determining a short term key for a message for transmission, the 
short term key having a short term key identifier (column 2, lines 44-47); determining an 
access key for the message, the access key having an access key identifier (column 2, 
lines 47-50); encrypting the message with the access key (column 2, lines 50-52); 
forming an Internet protocol header comprising the short term key identifier (column 2, 
lines 52-53); and transmitting the encrypted message with the Internet protocol header 
(column 2, lines 52-55). 

Regarding claim 2, Pierce et al. teach the method as in claim 1, wherein the short 
term key identifier comprises the access key identifier (column 2, lines 40-58). 

Regarding claim 3, Pierce et al. teach the method as in claim 2, wherein short 
term key identifier further comprises a security parameter index value (column 2, lines 
40-58). 
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Regarding claim 4, Pierce et al. teach the method as in claim 3, wherein the 
security parameter index value is a random number (column 2, lines 40-58, column 4, 
lines 55-65). 

Regarding claim 5, Pierce et al. teach the method as in claim 1, wherein the short 
term key is calculated as a function of the short term key identifier and the access key 
(column 2, lines 40-58, column 4, lines 55-67, column 5, lines 1-25). 

Regarding claim 6, Pierce et al. teach the method as in claim 5, wherein the short 
term key identifier is calculated by encrypting the short term key identifier with the 
access key (column 2, lines 40-58, column 4, lines 55-67, column 5, lines 1-25). 

Regarding claim 14, Pierce et al. teach a method for secure reception of a 
transmission, the method comprising: receiving a short term key identifier specific to a 
transmission, the short term key identifier corresponding to a short term key (column 4, 
lines 5-10); determining an access key based on the short term key identifier (column 4, 
lines 7-13); encrypting the short term key identifier with the access key to recover the 
short term key (column 4, lines 13-16); and decrypting the transmission using the short 
term key (column 4, lines 25-30). 

Regarding claim 15, Pierce et al. teach the method as in claim 14, further 
comprising: storing the short term key identifier and short term key in a memory storage 
unit (figure 1, reference character 111, 105, column 4, lines 5-55). 

Regarding claim 16, Pierce et al. teach the method as in claim 14, wherein the 
short term key identifier is comprised of a random number and an access key identifier 
associated with the access key (column 4, lines 5-55, column 5, lines 1-25). 
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Regarding claim 17, Pierce et al. teach the method as in claim 14, wherein 
encrypting the short term key identifier further comprises encrypting the short term key 
identifier and a random number with the access key to recover the short temri key 
(column 4, lines 5-67, column 5, lines 1-25). 

Regarding claim 18, Pierce et al. teach in a wireless communication system 
supporting a broadcast service option (column 3, lines 15-26), an infrastructure element 
comprising: a receive circuitry (column 4, lines 5-10); a user identification unit, operative 
to recover a short-time key for decrypting a broadcast message, comprising: processing 
unit operative to decrypt key information (column 4, lines 25-30); and a mobile 
equipment unit adapted to apply the short-time key for decrypting the broadcast 
message, comprising: memory storage unit for storing a plurality of short term keys and 
short term key identifiers (column 3, lines 26-67, column 4, lines 1-67). 

Regarding claim 19, Pierce et al. teach the infrastructure element as in claim 15, 
wherein the user identification unit further comprises a second memory storage unit for 
storing a plurality of access keys and access key identifiers (column 4, lines 35-55). 

Regarding claim 20, Pierce et al. teach the infrastructure element as in claim 15, 
wherein the memory storage unit is a secure memory storage unit (column 4, lines 35- 
55). 

Regarding claim 21, Pierce et al. teach an infrastructure element for a wireless 
communication system (column 3, lines 15-25), comprising: means for receiving a short 
term key identifier specific to a transmission, the short term key identifier corresponding 
to a short term key; means for determining an access key based on the short term key 
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identifier; means for encrypting the short term key identifier with the access key to 
recover the short temri key; and means for decrypting the transmission using the short 
term key (column 3, lines 53-67, column 4, lines 1-35). 

Regarding claim 22, Pierce et al. teach a digital signal storage device, 
comprising: first set of instructions for receiving a short term key identifier specific to a 
transmission, the short term key identifier corresponding to a short term key (column 3, 
lines 53-67, column 4, lines 1-5); second set of instructions for determining an access 
key based on the short term key identifier (column 4, lines 5-25); third set of instructions 
for encrypting the short term key identifier with the access key to recover the short term 
key (column 4, lines 5-25); and fourth set of instructions for decrypting the transmission 
using the short term key (column 4, lines 25-35). 

Regarding claim 23, Pierce et al. teach a communication signal transmitted on a 
carrier wave, comprising: a first portion corresponding to a short term key identifier, the 
short term key identifier having a corresponding short term key; and a second portion 
corresponding to a transmission payload encrypted using the short term key (column 4, 
lines 55-67, column 5, lines 1-50). 

Regarding claim 24, Pierce et al. teach the communication signal as in claim 23, 
wherein the short term key identifier comprises: a random number portion; and an 
access key identifier corresponding to an access key (column 4, lines 55-65). 
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Claim R J ctions - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 7-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Pierce et al. as applied to claim 1 above, and further in view of Nessett et al. 

Regarding claim 7, Pierce et al. teach the limitations as set forth under claim 1 
above. However, Pierce et al. do not disclose expressly the method as in claim 1, 
wherein the Internet protocol header is part of an ESP header 

Nessett et al. teach the method as in claim 1 , wherein the Internet protocol 
header is part of an ESP header (column 21, lines 53-67). 

Pierce et al. and Nessett et al. are analogous art because they are directed to a 
similar problem solving area - secure network transmission. 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to use Encapsulating Security Payload with the Internet Protocol. 

Therefore, it would have been obvious to a person of ordinary skill in the art to 
combine the teachings of Nessett et al. with the method of Pierce et al. for the benefit of 
secure network transmissions to obtain the invention as specified in claim 7. 

Regarding claim 8, Pierce et al. and Nessett et al. teach the limitations as set 
forth under claim 7 above. Furthermore, Pierce et al. teach the method as in claim 7, 
wherein the Internet protocol header further comprises a second random number, the 
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second random number having a random number identifier (column 4, lines 55-67, 
column 5, lines 1-25). 

Regarding claim 9, Pierce et al. and Nessett et al. teach the limitations as set 
forth under claim 8 above. Furthermore, Pierce et al. teach the method as in claim 8, 
wherein the short term key identifier comprises the access key identifier and the random 
number identifier (column 2, lines 40-58, column 4, lines 55-67, column 5, lines 1-25). 

Regarding claim 10, Pierce et al. and Nessett et al. teach the limitations as set 
forth under claim 9 above. Furthermore, Pierce et al. teach the method as in claim 9, 
wherein short term key identifier further comprises a security parameter index value 
(column 4, lines 35-55). 

Regarding claim 11, Pierce et al. and Nessett et al. teach the limitations as set 
forth under claim 10 above. Furthermore, Pierce et al. teach the method as in claim 10, 
wherein the security parameter index value is a random number (column 4, lines 35-67, 
column 5, lines 1-25). 

Regarding claim 12, Pierce et al. and Nessett et al. teach the limitations as set 
forth under claim 8 above. Furthermore, Pierce et al. teach the method as in claim 8, 
wherein the short term key is calculated as a function of the short term key identifier, the 
second random number, and the access key (column 4, lines 5-67, column 5, lines 1- 
25). 

Regarding claim 13, Pierce et al. and Nessett et al. teach the limitations as set 
forth under claim 12 above. Furthermore, Pierce et al. teach the method as in claim 12, 
wherein the short term key identifier is calculated by encrypting the short term key 
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identifier and the second random number with the access key (column 4, lines 5-67, 
column 5, lines 1-25). 
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Conclusi n 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David G. Cervetti whose telephone number is (571) 272- 
5861 . The examiner can normally be reached on Monday-Friday 8:30 am - 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on (571) 272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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